)'T = GeM 7%

Gove Azadi Ka
a—’ e Markelp!ace Amrit Mahotsav

fag g&ar/Bid Number: GEM/2026/B/7375375
feddis /Dated: 19-03-2026

fas c&aasr / Bid Document

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

30-03-2026 17:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

30-03-2026 17:30:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

0 (Days)

FAGA/TST W IAA/Ministry/State Name

Ministry Of Finance

faswar @ AT/Department Name

Department Of Financial Services

IS H AFA/Organisation Name

Industrial Finance Corporation Of India (ifci)

PRIt 1 ATAA/Office Name

Ho

a&g Aot /Item Category

Custom Bid for Services - Procurement of HOLM
Vulnerability Management Software Subscription Licenses
for IFCI Ltd

A gofi/Similar Category

e Vulnerability and Penetration Testing
e Software Support Services 2.0

31y 3@ /Contract Period 1 Year(s)
fast @ geas taa affis eesiax (3 auf @)

/Minimum Average Annual Turnover of the |5 Lakh (s)
bidder (For 3 Years)

3/8A dar & fow 3T R@era sgHa &

ad/Years of Past Experience Required for 3 Year (s)
same/similar service

3 e & qarst & Roor maeas 3gHa ¢/Past Yes

Experience of Similar Services required

auf & 3T T TH3NR A THATHS B FT WA & /
MSE Relaxation for Years Of Experience
and Turnover

Yes | Complete

&3 & AT 3ega & auf 3K <30’ A ge vara
&I 718 ¥ / Startup Relaxation for Years Of

Experience and Turnover

Yes | Complete
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{95 faawui/Bid Details

fashar & AP 3T gEAdsi/Document required

from seller

Experience Criteria,Bidder Turnover,OEM Authorization
Certificate,Additional Doc 1 (Requested in ATC),Additional
Doc 2 (Requested in ATC),Additional Doc 3 (Requested in
ATC),Additional Doc 4 (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

w310 fAfAgeRt g1 3uds fhu T gEadSt B
AR 3 T o arel Wl FAfagreERt @ e
aqed §? WG A &/Do you want to show

documents uploaded by bidders to all
bidders participated in bid?

Yes (Documents submitted as part of a clarification or
representation during the tender/bid process will also be
displayed to other participated bidders after log in)

95 dena & gt Wer Tad: J9 dea & o
3mags @5 i @& / Minimum number of

1
bids required to disable automatic bid
extension
da$ S| / Number of days for which Bid |3
would be auto-extended
3i1eY vrme e 3fABAH fhaeh A fohar e &1 7/ 1
Number of Auto Extension count
faz O Ray et afha fFar/Bid to RA enabled | No

95 @1 g /Type of Bid

Two Packet Bid

dbNdT FeAihd &b SR ThAD FTART &

AT §AT /Time allowed for Technical 2 Days
Clarifications during technical evaluation
qAad f9s ea / Estimated Bid Value 466125

Heaid ugfa/Evaluation Method

Total value wise evaluation

AT M arell AT SFAAST AB3HT TS ¥ /

Financial Document Indicating Price Yes

Breakup Required

FCITYT @s/Arbitration Clause No

Yot @s/Mediation Clause No
$uardl faawu/EMD Detail

3ma’Iehdr/Required No
$iiehsh faawor /ePBG Detail

3TaIhd/Required No
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arelt fasrsar enay A& far 91/ Bid splitting not applied.

TATES @il aId/MSE Purchase Preference

THTES @Wle aTdl/MSE Purchase Preference Yes

qEA 3R Y 3TA FA USRI A3 B wlg A
WATABT, ARG SAA HeT L1+X% db & Far & &/ | 15

Purchase Preference to MSE OEMs available upto
price within L1+X%

1. If the bidder is a Micro or Small Enterprise as per latest orders issued by Ministry of MSME, the bidder shall be
relaxed from the eligibility criteria of "Experience Criteria" as defined above subject to meeting of quality and
technical specifications. The bidder seeking Relaxation from Experience Criteria, shall upload the supporting
documents to prove his eligibility for Relaxation.

2. If the bidder is a Micro or Small Enterprise (MSE) as per latest orders issued by Ministry of MSME, the bidder
shall be relaxed from the eligibility criteria of "Bidder Turnover" as defined above subject to meeting of quality
and technical specifications. If the bidder itself is MSE OEM of the offered products, it would be relaxed from the
"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. The bidder
seeking Relaxation from Turnover, shall upload the supporting documents to prove his eligibility for Relaxation.
3. If the bidder is a DPIIT registered Startup, the bidder shall be relaxed from the the eligibility criteria of
"Experience Criteria" as defined above subject to their meeting of quality and technical specifications. The bidder
seeking Relaxation from Experience Criteria, shall upload the supporting documents to prove his eligibility for
Relaxation.

4. If the bidder is a DPIIT registered Startup, the bidder shall be relaxed from the the eligibility criteria of "Bidder
Turnover" as defined above subject to their meeting of quality and technical specifications. If the bidder is DPIIT
Registered OEM of the offered products, it would be relaxed from the "OEM Average Turnover" criteria also
subject to meeting of quality and technical specifications. The bidder seeking Relaxation from Turnover shall
upload the supporting documents to prove his eligibility for Relaxation.

5. The minimum average annual financial turnover of the bidder during the last three years, ending on 31st
March of the previous financial year, should be as indicated above in the bid document. Documentary evidence in
the form of certified Audited Balance Sheets of relevant periods or a certificate from the Chartered Accountant /
Cost Accountant indicating the turnover details for the relevant period shall be uploaded with the bid. In case the
date of constitution / incorporation of the bidder is less than 3-year-old, the average turnover in respect of the
completed financial years after the date of constitution shall be taken into account for this criteria.

6. Years of Past Experience required: The bidder must have experience for number of years as indicated above in
bid document (ending month of March prior to the bid opening) of providing similar type of services to any
Central / State Govt Organization / PSU. Copies of relevant contracts / orders to be uploaded along with bid in
support of having provided services during each of the Financial year.

7. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference for services, the bidder must be the Service
provider of the offered Service. Relevant documentary evidence in this regard shall be uploaded along with the
bid in respect of the offered service. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price
within L-14+ 15% of margin of purchase preference /price band as defined in the relevant policy, then 100% order
quantity will be awarded to such MSE bidder subject to acceptance of L1 bid price. The buyers are advised to
refer to the OM_No.1 4 2021 PPD_dated_18.05.2023 for compliance of Concurrent application of Public
Procurement Policy for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in
India) Order, 2017. Benefits of MSE will be allowed only if the credentials of the service provider are validated on-
line in GeM profile as well as validated and approved by the Buyer after evaluation of submitted documents.

8. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price within L-14+ 15% of margin of purchase
preference /price band as defined in the relevant policy, then 100% order quantity will be awarded to such MSE
bidder subject to acceptance of L1 bid price.

9. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
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impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

10. Past Experience of Similar Services: The bidder must have successfully executed/completed similar Services
over the last three years i.e. the current financial year and the last three financial years(ending month of March
prior to the bid opening): -

1. Three similar completed services costing not less than the amount equal to 40% (forty percent) of the
estimated cost; or

2. Two similar completed services costing not less than the amount equal to 50% (fifty percent) of the estimated
cost; or

3. One similar completed service costing not less than the amount equal to 80% (eighty percent) of the estimated
cost.

AR deaar /3maas 3er/Additional Qualification/Data Required

Scope of Work:1773917269.pdf

Payment Terms:1773917273.pdf

GEM Availability Report ( GAR):1773917280.pdf

Undertaking of Competent Authority is mandatory to create Custom Bid for Services. Please
download standard format document and upload:1773917288.pdf

Custom Bid For Services - Procurement Of HOLM Vulnerability Management Software
Subscription Licenses For IFCI Ltd ( 1)

dmeidhr faRPAr /Technical Specifications

favur/ Specification =g/ Values
PR / Core
Description /Nomenclature of Service Proposed for Procurement of HOLM Vulnerability Management
procurement using custom bid functionality Software Subscription Licenses for IFCI Ltd
Regulatory/ Statutory Compliance of Service YES
Compliance of Service to SOW, STC, SLA etc YES
T3 /Addon(s)

ol g fAuiRa =Ja@dd fea/Minimum Floor Price defined by Buyer

ol g fauifka =g=dd FEa/Minimum Floor Price
defined by Buyer

No

31faRw AR gradsr /Additional Specification Documents

R/ Raifésr AfRAFA /Consignees/Reporting Officer and Quantity
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%.4./S.N

R/ Raféar Jfafa smavaear
3R®d /Consignee Uci/Address Quantity /Additional

Reporting/Officer Requirement

Project /
. 110019,10th Floor, IFCI Tower,
Nupur Kaushik 61, Nehru Place, New Delhi Et;rsne%sum N/A

¥ar gru i a1 Rz & v wf/Buyer Added Bid Specific Terms and Conditions

1.

Generic

OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

sdaor/Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1.

N o v oA

10.

11.
12.
13.
14.

15.

Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

Seeking experience from specific organization / department / institute only or from foreign / export
experience.

Creating bid for items from irrelevant categories.
Incorporating any clause against the MSME policy and Preference to Make in India Policy.
Reference of conditions published on any external site or reference to external documents/clauses.

Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
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bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

16. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

17. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers/Service Providers shall ensure full compliance with all applicable labour laws,
including the provisions, rules, schemes and guidelines under the four Labour Codes i.e. the Code
on Wages, 2019; the Industrial Relations Code, 2020; the Occupational Safety, Health and Working
Conditions Code, 2020; and the Code on Social Security, 2020 as and when notified and brought into
force by the Government of India.

For all provisions of the Labour Codes that are pending operationalisation through rules, schemes or
notifications, the corresponding provisions of the pre-existing labour enactments (such as The
Minimum Wages Act, 1948, The Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The
Equal Remuneration Act, 1976, The Payment of Gratuity Act, 1972, etc. and relevant State Rules)
shall continue to remain applicable.

The Seller/ Service Providers shall, therefore, be responsible for ensuring compliance under:

e All notified and enforceable provisions of the new Labour Codes as mentioned hereinabove;
and
e All operative provisions of the erstwhile Labour Laws until their complete substitution.

All obligations relating to wages, social security, safety, working conditions, industrial relations etc.
and any other statutory requirements shall be strictly met by the Seller/ Service Provider. Any non-
compliance shall constitute a breach of the contract and shall entitle the Buyer to take appropriate
action in accordance with the contract and applicable law.

This Bid is governed by the Tman=g @z 3R 2rd/General Terms and Conditions, conditions stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in @raA=a @731 3R Ocd/General Terms and Conditions is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

SIH B WA AT F @S 26 & T H AT & WY HH T AN R aral 37 & A § wliig W ufdey & g9y &
oA & WY qfA W @I WA A U F hig o =X 3w AR & Nz g3 & fow g o @en 59 a8 s 3 arer
qeTA WY & wH Uohgpd allfds & 1T o §AT ST &l g8 Fgurelad Sl elm 3R IS o aed awon fRw S
T FHD AWl o Pl W HIYT Bl dTehlel FHE XA AR FIed b IHFAN M T Fel HIL@rs d 3T 39T lin terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake
compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.

---g=are/Thank You---
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Disclaimer

This RFP is neither an agreement nor an offer and is only an invitation by IFCI to the interested
parties for submission of bids. The purpose of this RFP is to provide the Bidder with information
to assist in the formulation of their proposals.

This RFP does not claim to contain all the information each bidder may require. Bidder(s)
should conduct its own investigations and analysis and should check the accuracy, reliability
and completeness of the information in this RFP and wherever necessary, may obtain
independent advice. IFCI makes no representation or warranty and shall incur no liability under
any law, statute, rules or regulations as to the accuracy, reliability or completeness of this RFP.
IFCI may in its absolute discretion, but without being under any obligation to do so, update,
amend or supplement the information in this RFP.

This document is meant to provide information only and with an express understanding that
recipients will use it only for the purposes set out above. It does not purport to be all inclusive
or contain all the information about the requirement or form the basis of any contract. No
representation or warranty, expressed or implied, is made regarding reliability, accuracy or
the completeness of any of the information contained herein. There may be deviation or
change in any of the herein mentioned information.

While this document has been prepared in good faith, neither IFCI, nor any of their officers
make any representation or warranty or shall have any responsibility or liability whatsoever
in respect of any statements or omissions here from. Any liability is accordingly and expressly
disclaimed by IFCI and any of their officers or subscribers, even if any loss or damage is
caused by any act or omission on the part of IFCI or any of their officers or subscribers,
whether negligent or otherwise.

By acceptance of this document, the recipient agrees that any information herewith will be
superseded by any subsequent written information on the same subject made available to
the recipient by or on behalf of IFCI. IFCI and any of their respective officers or subscribers
undertake no obligation, among others, to provide the recipient with access to any additional
information or to update this document or to correct any inaccuracies therein which may
become apparent, and they reserve the right, at any time and without advance notice, to
change the procedure for the selection of or any part of the interest or terminate negotiations
or the due diligence process prior to the signing of any binding agreement.

This document has not been filed, registered or approved in any Court of Competent
jurisdiction. Recipients of this document should inform themselves of and observe any
applicable legal requirements.
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1. Introduction

a. The Industrial Finance Corporation of India was established on July 1, 1948, as the
first Development Financial Institution in the country to cater to the long-term finance
needs of the industrial sector. The name of the company was subsequently changed
to IFCI Ltd (IFCI). IFCI is now a Government of India Undertaking under the aegis of
the Department of Financial Services, Ministry of Finance, GOI, primarily a non-
Deposit taking Systematically Important NBFC.

b. IFCI offers a wide range of products to the target customer segments to satisfy their
specific financial needs. The product mix offering varies from one business / industry
segment to another. IFCI Ltd customizes the product mix to maximize customer
satisfaction. Its domain knowledge and innovativeness make the product-mix a key
differentiator for building, enduring and sustaining relationship with the borrowers.

c. IFCI is engaged in the business of providing financial assistance in the form of loans
& equity participation or in any other form or scheme as may be deemed expedient.
Besides the above, IFCI is also investing, financing, deploying funds into quoted/
unquoted Shares, Bonds, Mutual Funds and other securities and undertakes the sale
& purchase of securities on regular basis. The investment/ financing through securities
and trading thereof constitutes a major part of the business operations of IFCI. It is
also engaged in consultancy and advisory services. IFCI has six subsidiaries and seven
step-down subsidiaries.

2. Invitation for Tender Offers

a. IFCI invites Limited e-Tender through the GeM Portal under a two-bid system
(Technical Bid and Financial Bid) from authorized partners/vendors having adequate
experience in licenses procurement / Renewal / Implementation & support
of HOLM Vulnerability Management/Assessment Software.

b. IFCI reserves the right to cancel this RFP at any stage of the tendering process.

c. IFCI reserves the right to alter the scope of work at any stage with suitable adjustment
in charges payable.
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3. Important Dates

Sl. | Particulars Details

No.
1 | Tender Notice No IFCI/IT/GEM/2025-26/MARCH/02
2 | Bid Security/ EMD As per GeM

Procurement of HOLM Vulnerability
Management/Assessment Software Subscription
Licenses for IFCI Ltd.’s IT Infrastructure

3 | Tender Name

4 | Mode of bid submission Government e-Marketplace (GeM)
5 | RFP Issuance Date As per GeM
6 | Last date for seeking clarifications, | As per GeM
if any
7 | Last date & time of submission of |As per GeM
Bid
8 | Eligibility Cum Technical Bid 2026 Mode: Online
Opening Date
10 | Commercial Bid The commercial bids of only those Bidders who

qualify in both eligibility and technical evaluation
will be opened. The date for opening the
commercial bid would be communicated separately|
to the technically eligible Bidders.

11 | RFP Coordinator Name Contact No: 011-41732000

Email: itrfpquery@ifciltd.com

Postal Address: IFCI Limited, IFCI Tower, 61
Nehru Place, New Delhi-110019

12 | Validity of Proposal The rates in tender document shall be kept open
from acceptance for a minimum period of 90
(ninety) days from the last due date of offer
submission (incl. extension, if any)

13 | Support details of Online Portal helpdesk-gem@gov.in
facilitator (GeM) 1800-419-3436; 1800-102-3436
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Important Clarifications:

The following terms are used in the document interchangeably to mean:

IFCI, IFCI means ‘IFCI Limited’

Recipient, Respondent, Bidder, service provider, means the respondent to the RFP document
RFP means the Request for Proposal document

Proposal, Bid means “Response to the RFP Document”

Recipient, Respondent, Vendor, Bidder, SI (System Integrator) means the respondent to the
RFP document

Support means Support & Services to be provided as part of the Scope of Work
SLA means Service level Agreement

AMC means Annual Maintenance Contract
Banking, Financial services and Insurance (BFSI)
10 Central Vigilance Commission (CVC)

11.Data Center (DC)

12. Disaster Recovery (DR)

13. Earnest Money Deposit (EMD)

14.0ne Time Cost (OTC)

15. Single Person of Contact (SPOC)

16. Total Cost of Ownership (TCO)

17.Bill of Material (BOM)

vihowhe
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4. Project Overview:
This Request for Proposal (RFP) document has been prepared solely for the purpose of enabling
IFCI Limited (“IFCI”) to select a Service Provider for the renewal of HOLM Vulnerability

Management/Assessment Software for the period of One year..

IFCI invites proposal from Bidders who are interested in participating in this RFP who fulfil the
eligibility criteria mentioned under Annexure-I and in a position to comply with the technical
requirement as mentioned under Project Scope — Annexure-II. Apart from the above the bidder
must also agree to all our terms & conditions mentioned under this RFP.

The detailed scope of work is mentioned in Annexure-II. However, IFCI reserves the right to
modify/ change the scope of work at any phase of this procurement process.

The commercial bids of only those bidders will be opened who qualify in the stage -1 (Eligibility cum
Technical Evaluation) of the RFP process.

5. Contract period

IFCI shall enter into an Agreement with the successful service provider for a period of one (1)
year, commencing from the date of successful validation and activation of the licenses.

6. Pre-Qualification for Submission of Bid

Bidders satisfying the eligibility conditions (mentioned in Annexure-I) and General terms and
conditions specified in this document and ready to provide the said “Services” in conformity with
Scope of Work stipulated in Annexure-II, may submit their bid on or before the timeline stipulated
in the 3. Important Dates.

7. Non-Disclosure Agreement

The bidders who qualified in the eligibility bid evaluation (stage 1) shall execute a Non-Disclosure
Agreement (NDA) (As per Annexure-XIX).

The bidder shall upload the Total Cost of Ownership (TCO) price breakup in the same format
provided by the Bank. Bank will open the commercial bids of qualified bidder only.

All the expenses related to execution of the document such as the applicable stamp duty and
registration charges if any, shall be borne by the successful bidder only.

9. Sub - Contracting:

The selected service provider/ vendor shall not subcontract or permit anyone other than its
personnel to perform any of the work, service or other performance required under this project. In
case any particular specialized service in the prescribed in the scope of work requires subcontracting
/ availing OEM services, it need to be specified in the proposal/ response document with all the
details of the work/ services. The service Provider is allowed to avail OEM professional services.
Please note that no work/services shall be subcontracted without prior permission from IFCI in
writing.

10. Compliance with Laws:

Compliance in obtaining approvals/permissions/licenses: The Bidder shall promptly and timely obtain
all such consents, permissions, approvals, licenses, etc., as may be necessary or required for any of
the purposes of this project or for the conduct of their own business under any applicable Law,
Government Regulation/Guidelines and shall keep the same valid and in force during the term of the
project. Also, the bidder shall comply with the provisions of the code of wages, and other labour
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welfare legislations. in the event of any failure or omission to do so, shall indemnify, keep
indemnified, hold harmless, defend, protect and fully compensate IFCI and its employees/ officers/
staff/ personnel/ representatives from and against all claims or demands of liability and all
consequences that may occur or arise for any default or failure on its part to conform or comply with
the above and all other statutory obligations arising there from. IFCI will give notice of any such
claim or demand of liability within reasonable time to the Bidder.

The Bidder is not absolved from its responsibility of complying with the statutory obligations as
specified above.

11. Termination:
IFCI reserves the right to terminate this RFP at any stage without any notice or assigning any reason.

At any time during the course of the RFP process or before the award of contract or after execution
of the contract that one or more terms and conditions laid down in this Request for Proposal has not
been met by the bidder or the bidder has made material misrepresentation or has given any
materially incorrect or false information. IFCI may terminate his contract and may invoke
Performance Bank guarantee or forfeit the security deposit as the case may be. Further IFCI may
impose such restriction/s on the defaulting bidder as it deemed fit.

12. Governing Laws:

This RFP and the subsequent contract shall be governed and construed and enforced in accordance
with the laws of India. Both the Parties shall agree that in respect of any dispute arising upon, over
or in respect of any of the terms of this RFP, only the courts in Delhi shall have exclusive jurisdiction
to try and adjudicate such disputes to the exclusion of all other courts.

13. Prevention of Corrupt and Fraudulent Practices:
As per Central Vigilance Commission (CVC) directives, it is required that every participating bidders
required to sign an integrity pact as per Annexure of this RFP.
Every Bidders / Suppliers / Contractors are expected to observe the highest standard of ethics during
the procurement and execution of such contracts in pursuance of the policy:
a) “Corrupt Practice” means the offering, giving, receiving or soliciting of anything of value to
influence the action of an official in the procurement process or in contract execution AND
b) “Fraudulent Practice” means a misrepresentation of facts in order to influence a procurement
process or the execution of contract to the detriment of IFCI and includes collusive practice
among Bidders (prior to or after bid submission) designed to establish bid prices at artificial
non-competitive levels and to deprive IFCI of the benefits of free and open competition.

IFCI reserves the right to reject a proposal for the award if it determines that the Bidder
recommended for award has engaged in corrupt or fraudulent practices in competing for the contract
in question.

IFCI reserves the right to declare a firm ineligible, either indefinitely or for a stated period, to be
awarded a contract if at any time it determines that the firm has engaged in corrupt or fraudulent
practices in competing for or in executing the contract.

14.The bid submission by related parties:
If related parties (as defined below) submit more than one bid, then both /all bids submitted by
related parties are liable to be rejected at any stage at Bank's discretion:
a) Bids submitted by the holding company and its subsidiary company.
b) Bids submitted by two or more companies having common director/s
¢) Bids submitted by partnership firms / LLPs having common partners
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d) Bids submitted by companies in the same group of promoters/management

15.Right to Reject Bids:
IFCI reserves the absolute and unconditional right to reject the response to this RFP if it is not in
accordance with its requirements and no correspondence will be entertained by the Bank in the
matter. The bid is liable to be rejected if:

a) Itis not in conformity with the instructions mentioned in the RFP document.

b) It is not properly or duly signed.

c) Itis received through Telex / telegram / fax

d) Itis received after expiry of the due date and time.

e) Itis incomplete including non- furnishing the required documents.

f) It is evasive or contains incorrect information.

g) There is canvassing of any kind.

h) Submitted by related parties

i) Itis submitted anywhere other than the place mentioned in the RFP.

Further, IFCI reserves the rights to:

a) Reject any or all responses received in response to the RFP

b) Extend the time for submission of all proposals

c) Cancel the RFP at any stage, without assigning any reason whatsoever.

d) Visit the place of work of the bidder

e) Conduct an audit of the services provided by the bidder.

f) Ascertain information from other institutions to which the bidders have rendered their
services for execution of similar projects.

g) Revise any part of the tender document, by providing a written addendum at any stage till
the award of the contract. IFCI reserves the right to issue revisions to this tender document
at any time before the award date. The addendums, if any, shall be published on IFCI's
website only.

16.General Terms and Conditions

17.1

17.2

17.3

The RFP document is not a recommendation, offer to enter into a contract, agreement
or any other arrangement, in respect of the services. The provision of the services is
subject to observance of selection process and appropriate documentation being agreed
between IFCI and any successful Bidder as identified by the IFCI, after completion of
the selection process as detailed in this document.

Information Provided: The RFP document contains statements derived from information
that is believed to be true and reliable at the date obtained but does not purport to
provide all of the information that may be necessary or desirable to enable an intending
contracting party to determine whether or not to enter into a contract or arrangement
with the IFCI in relation to the provision of services. Neither the IFCI nor any of its
directors, officers, employees, , representative, contractors, or advisers gives any
representation or warranty (whether oral or written), express or implied as to the
accuracy, updating or completeness of any writings, information or statement given or
made in this RFP document.

For Respondent Only: The RFP document is intended solely for the information of the
party to whom it is issued (“the Recipient” or “the Respondent”) and no other person
or organization.
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17.4

17.5

17.6

17.7

17.8

17.9

17.10

17.11

17.12

17.13

17.14

17.15

17.16

Costs borne by Respondents: All costs and expenses (whether in terms of time or
money) incurred by the Recipient / Respondent in any way associated with the
development, preparation and submission of responses, including but not limited to
attendance at meetings, discussions, demonstrations, etc. and providing any additional
information required by the IFCI, will be borne entirely and exclusively by the Recipient
/ Respondent.

No Legal Relationship: No binding legal relationship will exist between any of the
Recipients / Respondents and the IFCI until execution of a contractual agreement to
the full satisfaction of the IFCI.

Recipient Obligation to Inform Itself: The Recipient must apply its own care and conduct
its own investigation and analysis regarding any information contained in the RFP
document and the meaning and impact of that information.

The issuance of RFP document is merely an invitation to offer and must not be construed
as any agreement or contract or arrangement. The bidders unconditionally acknowledge
by submitting its response to this RFP document that it has not relied on any idea,
information, statement, representation, or warranty given in this RFP document.
Acceptance of Terms: the bidders will, by responding to the IFCI's RFP document, be
deemed to have accepted the terms as stated in this RFP document

Only one submission of response to RFP by each Respondent will be permitted.

IFCI expects the Bidder to adhere to the terms of this tender document and will not
accept any deviations to the same.

IFCI expects that the Bidder appointed under the tender document shall have the single
point responsibility for fulfilling all obligations and providing all deliverables and services
required by IFCI.

Unless agreed to specifically by IFCI in writing for any changes to the issued tender
document, the Bidder responses would not be incorporated automatically in the tender
document.

All responses received after the due date/time as mentioned in “[3] Important Dates.
Last Date of Submission of RFP Response (Closing Date)” would be considered late and
would be liable to be rejected. GeM portal will not allow lodgement of RFP response
after the deadline. It should be clearly noted that IFCI has no obligation to accept or
act on any reason for a late submitted response to RFP. IFCI has no liability to any
Respondent who lodges a late RFP response for any reason whatsoever, including RFP
responses taken to be late only because of another condition of responding.

IFCI has established RFP coordinators to provide a venue for managing bidder
relationship and other requirements. All the queries and communication must be
addressed to the RFP coordinators / contact persons from the Bank mentioned in “[A]
Important Dates - RFP Coordinator”

Recipients are required to direct all communications for any clarification related to this
RFP to RFP Coordinator.

All questions relating to the RFP, technical or otherwise, must be in writing and
addressed to the addresses given in point “[A] Important Dates” above. Interpersonal
communications will not be entered into and a Respondent will be disqualified if
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17.17

17.18

17.19

17.20

17.21

17.22

17.23

17.24

attempting to enter into such communications. IFCI will try to reply, without any
obligation in respect thereof, to every reasonable question raised by the Respondents
in the manner specified.

However, IFCI may in its absolute discretion seek, but under no obligation to seek,
additional information or material from any Respondents after the RFP closes and all
such information and material provided must be taken to form part of that Respondent’s
response.

Respondents should invariably provide details of their email address (as) as responses
to queries will only be provided to the Respondent via email. If, IFCI in its sole and
absolute discretion deems that the originator of the query will gain an advantage by a
response to a question, then IFCI reserves the right to communicate such response to
all Respondents or publishing responses on GeM portal.

Bidder should submit their Eligibility, Technical and Commercial bids through GeM
portal. The bidder must register for submission of their bid as specified in this document.
All submissions, including any accompanying documents, will become the property of
the IFCI. The bidder shall be deemed to have licensed, and granted all rights to, IFCI
to reproduce the whole or any portion of their submission for the purpose of evaluation,
to disclose the contents of the submission to other bidders who have registered a
submission and to disclose and/or use the contents of the submission as the basis for
any resulting RFP process, notwithstanding any copyright or other intellectual property
right of the Recipient that may subsist in the submission or accompanying documents

All responses should be in English language. All responses by the bidder to this tender
document shall be binding on such bidder for a period of 180 days after opening of the
bids.

The bidder may modify or withdraw its offer after submission but prior to the closing
date and time as prescribed by IFCI. No offer can be modified or withdrawn by the
bidder subsequent to the closing date and time for submission of the offers.

The bidders are required to quote for all the components/services mentioned in the
“Project scope” and all other requirements of this RFP. In case the bidder does not
quote for any of the components/services, the response would be deemed to include
the quote for such unquoted components/service. It is mandatory to submit the details
in the formats provided along with this document duly filled in, along with the offer.
IFCI reserves the right not to allow / permit changes in the technical specifications and
not to evaluate the offer in case of non-submission of the technical details in the
required format or partial submission of technical details.

Based on the IFCI's requirements as listed in this document, the bidder should identify
the best-suited product / solution that would meet the Bank’s requirements and quote
for the same. In case the bidder quotes more than one product and they have not
specified which particular product quoted by them needs to be considered, then the
response would be considered as improper and the whole tender submitted by the
Bidder is liable to be rejected. The Bidder is expected to provide the best option and
quote for the same.



YIFCI

LIMITED

oTE U, o oné fafies

(A Government of India Undertaking)
(9T TSR FT 3THA)

17.25

17.26

17.27

17.28

17.29

17.30

17.31

17.32

In the event the bidder has not quoted for any mandatory items as required by the IFCI
and forming a part of the tender document circulated to the Bidder’s and responded to
by the bidder, the same will be deemed to be provided by the bidder at no extra cost
to the IFCI.

IFCI is not responsible for any assumptions or judgments made by the bidder for
proposing the deliverables. IFCI's interpretation will be final.

IFCI ascertains and concludes that everything as mentioned in the tender documents
circulated to the Bidder and responded by the Bidders have been quoted for by the
Bidder, and there will be no extra cost associated with the same in case the Bidder has
not quoted for the same.

All out of pocket expenses, traveling, boarding and lodging expenses for the entire life
of the contract should be a part of the financial bid submitted by the Bidder to the IFCI.
No extra costs on account of any items or services or by way of any out-of-pocket
expenses, including travel, boarding and lodging etc. will be payable by the IFCI. The
Bidder cannot take the plea omitting any charges or costs and later lodge a claim on
the IFCI for the same.

Responses to this RFP should not be construed as an obligation on the part of the IFCI
to award a contract / purchase contract for any services or combination of services.
Failure of the IFCI to select a bidder shall not result in any claim whatsoever against
the IFCI. IFCI reserves the right to reject any or all bids in part or in full, without
assigning any reason whatsoever.

By submitting a proposal, the bidder agrees to contract with the IFCI within the time
period proscribed by the IFCI. Failure on the part of the successful bidder to execute
an agreement with the IFCI will relieve the IFCI of any obligation to the bidder.

The terms and conditions as specified in the RFP and addendums (if any) thereafter are
final and binding on the bidders. In the event the bidders not willing to accept the terms
and conditions of the IFCI, the bidder may be disqualified. Any additional or different
terms and conditions proposed by the bidder would be rejected unless expressly
assented to in writing by the IFCI and accepted by the IFCI in writing.

The bidder shall represent and acknowledge to the IFCI that it possesses necessary
experience, expertise and ability to undertake and fulfill its obligations, involved in the
performance of the provisions of this RFP. The bidder represents that the proposal to
be submitted in response to this RFP shall meet the proposed RFP requirement. If any
services, functions or responsibilities not specifically described in this RFP are an
inherent, necessary or customary part of the deliverables or services and are required
for proper performance or provision of the deliverables or services in accordance with
this RFP, they shall be deemed to be included within the scope of the deliverables or
services, as if such services, functions or responsibilities were specifically required and
described in this RFP and shall be provided by the bidder at no additional cost to the
IFCI. The bidder also acknowledges that the IFCI relies on this statement of fact,
therefore neither accepting responsibility for, nor relieving the bidder of responsibility
for the performance of all provisions and terms and conditions of this RFP, IFCI expects
the bidder to fulfill all the terms and conditions of this RFP.
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17.33 the bidder covenants and represents to the IFCI the following:

It is duly incorporated, validly existing and in good standing under as per the laws of
the state in which the entity is incorporated.

It has the corporate power and authority to enter into Agreements and perform its
obligations there under.

17.34 The execution, delivery and performance under an Agreement by bidder :

17.35

17.36

17.37

17.38

17.39

17.40

17.41

Will not violate or contravene any provision of its documents of incorporation.
Will not violate or contravene any law, statute, rule, regulation, licensing requirement,
order, writ, injunction or decree of any court, governmental instrumentality or other
regulatory, governmental or public body, agency or authority by which it is bound or
by which any of its properties or assets are bound;
Except to the extent that the same have been duly and properly completed or
obtained, will not require any filing with, or permit, consent or approval of or license
from, or the giving of any notice to, any court, governmental instrumentality or other
regulatory, governmental or public body, agency or authority, joint venture party, or
any other entity or person whatsoever;
IFCI would not assume any expenses incurred by the bidder in preparation of the
response to this RFP and also would not return the bid documents to the Bidders
IFCI will not bear any costs incurred by the bidder for any discussion, presentation,
demonstrations etc. on proposals or proposed contract or for any work performed in
connection therewith.
IFCI reserves the right to extend the dates for submission of responses to this
document.
Preliminary Scrutiny — IFCI will scrutinize the offers to determine whether they are
complete, whether any errors have been made in the offer, whether required
documentation has been furnished, whether the documents have been properly signed,
and whether items are quoted as per the schedule. IFCI may, at its discretion, waive
any minor non-conformity or any minor deficiency in an offer. This shall be binding on
all bidders and IFCI reserves the right for such waivers and the IFCI’s decision in the
matter will be final.
Clarification of Offers — To assist in the scrutiny, evaluation and comparison of offers,
IFCI may, at its discretion, ask some or all bidders for clarification of their offer. IFCI
has the right to disqualify the bidder whose clarification is found not suitable to the
proposed project.
Erasures or Alterations — The offers containing erasures or alterations will not be
considered. There should be no hand-written material, corrections or alterations in the
offer. Technical details must be completely filled up. Correct information of the services
being offered must be filled in. Filling up of the information using terms such as “OK”,
“accepted”, “noted”, “as given in brochure / manual” is not acceptable. IFCI may treat
the offers not adhering to these guidelines as unacceptable.
Price Discussion — It is absolutely essential for the Bidders to quote the lowest price at
the time of making the offer in their own interest. IFCI reserves the right to do price
discovery and engage the successful bidder in discussions on the prices quoted.
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17.42 If the IFCI is not satisfied with the specifications as specified in the tender document
and observes major deviations, the bids of such bidders will not be short-listed for
further evaluation. No further discussions shall be entertained with such bidders in
respect of the subject bid.

17.43 The Bidder shall perform its obligations under this Tender as an independent contractor
and shall not engage subcontractors to perform any of the Deliverables or Services
without the prior permission from IFCI. Neither this Tender nor the Bidder’s
performance of obligations under this Tender shall create an association, partnership,
joint venture, or relationship of principal and agent, master and servant, or employer
and employee, between the IFCI and the Bidder or its employees, subcontractor; and
neither Party shall have the right, power or authority (whether expressed or implied) to
enter into or assume any duty or obligation on behalf of the other Party.

17.44 The Bidder shall solely be responsible for all payments (including any statutory
payments) to its employees and / or sub-contractors and shall ensure that at no time
shall its employees, personnel or agents hold themselves out as employees or agents
of the IFCI, nor seek to be treated as employees of the IFCI for any purpose, including
claims of entitlement to fringe benefits provided by the IFCI, or for any kind of income
or benefits. The Bidder alone shall file all applicable tax returns for all of its personnel
assigned hereunder in @ manner consistent with its status as an independent contractor
of services; and the Bidder will make all required payments and deposits of taxes in a
timely manner.

17.Disclaimer

Subject to any law to the contrary, and to the maximum extent permitted by law, IFCI and its
directors, officers, employees, representatives, , and advisers disclaim all liability from any loss,
claim, expense (including, without limitation, any legal fees, costs, charges, demands, actions,
liabilities, expenses or disbursements incurred therein or incidental thereto) or damage, (whether
foreseeable or not) (“"Losses”) suffered by any person acting on or refraining from acting because
of any presumptions or information (whether oral or written and whether express or implied),
including forecasts, statements, estimates, or projections contained in this RFP document or conduct
ancillary to it whether or not the Losses arises in connection with any ignorance, negligence,
inattention, casualness, disregard, omission, default, lack of care, immature information, falsification
or misrepresentation on the part of the IFCI or any of its directors, officers, employees,
representatives or advisers.

18.Instructions to Bidder(s)

1. Bidder(s) shall submit their bid (comprising of “Technical” and “Financial” bid), online at GEM
Portal.
2. Online submission of bids: Online bids will have to be submitted within the time specified

on website https://gem.gov.in/ the following manner: -

Technical Bid: Scanned Copies to be uploaded (.pdf):
= The technical information should be prepared very carefully and as indicated in the
tender document since it will form the basis for pre-qualification of bidder(s). Only
relevant and to the point information/document should be uploaded. Failure to provide
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10.

11.

12.

13.

any required information may lead to the rejection of the offer. Bidder(s) must read
the tender document very carefully before signing it.

* Financial Bid: (.xIs): Bidder(s) must read the terms and condition as mentioned in
this tender document and submit the form accordingly. Bidder(s) are required to check
the prices / amount carefully before uploading financial bid.

Submission of more than one bid is not allowed and shall result in disqualification of the
bidder.

Validity of bids: Bid submitted by the Bidder(s) shall remain valid for acceptance for a
minimum period of Ninety (90) days from the last date of submission of bid (Technical and
Financial), including extensions, if any.

Authorization and Attestation: Bidder(s) must submit an Authorization Letter or valid
Power of Attorney on behalf of firm for signing the document.

The Standard Terms and Conditions of this RFP also form part of the Limited e-Tender
specifications. The information furnished shall be complete by itself. Bidder(s) are required
to furnish all the details and other documents as required.

Bidder(s) are advised to study all the tender documents carefully.

Any conditional bid received shall not be considered and will be summarily rejected in the very
first instance without any recourse to the bidder(s).

Any submission of bid shall be deemed to have been done after careful study and
examination of this RFP document and with the full understanding of the implications thereof.
In case of any doubt about the meaning of any portion of this RFP or any discrepancies or
omission(s) in the scope of work or any other portion of this RFP or any incomplete portion
or requires clarification on any aspect, scope of work etc. Bidder(s) shall contact the authority
inviting the tender as per date and time mentioned in Section 3: Important Dates.
Non-compliance with any of the requirements and instructions of this RFP document may
result in the rejection of the tender.

This document constitutes no form of commitment on the part of the IFCI. Furthermore, this
document confers neither the right nor an expectation on any party to participate in the
tendering process.

Merely participation in this Tender Document by any party does not confer or constitute any
right of association with IFCI.

kkk kKK
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Annexure-I: Eligibility Cum Technical Bid

Pre-qualification / eligibility criterion for the bidder to qualify this stage is clearly mentioned in table
below. The Bidder would need to submit / upload supporting documents signed by an authorized
representative of the bidder as part of the eligibility proof. All dates if not specified to be applicable
from the date of the RFP.

S. No

Eligibility Criteria

Supporting documents required

A

General

The bidder should be a registered
company/firm/LLP in India at least for the last
3 years (As on tender date).

Documentary Proof to be attached —
a. Certificate of Registration
b. GST Certificate
c. PAN

I. The bidder should be an HOLM
authorised partner

Authorisation letter from OEM with
respective GeM bid number printed along
with the seal and sign of the OEM.

II. The bidder should provide MAF from
OEM

MAF duly issued by the OEM, along with the
seal and signature.

The vendor should have a minimum of 3 years
of experience in Vulnerability
Management/Assessment Services as on 31
December 2025.

Relevant supporting documents like “Award
of Contract”/ “Certificate of Satisfactory
Service”.

The bidder must not be blacklisted / debarred
by any Statutory, Regulatory or Government
Authorities or Public Sector Undertakings
(PSUs / PSBs) within last 2 years from the
Tender date.

Letter of confirmation from Bidder (self-
certified letter signed by authorized official
of the bidder)

The Bidder is not from such a country which
shares a land border with India, in terms of
the said amendments to GFR, 2017. or The
Bidder is from such a country and has been
registered with the Competent Authority i.e.
the Registration Committee constituted by the
Department for Promotion of Industry and
Internal Trade, as stated under Annexure to
the said Office Memorandum / Order and we
submit proof of registration herewith.

Undertaking as per Annexure-XI and
certificate of valid registration with the
Competent Authority (If applicable)
(signed/Digitally signed documents from
authorized representative of bidder.)

The bidder to provide information that any of
its subsidiary or associate or holding company
or companies having common directors or
companies in the same group of
promoters/management or partnership
firm/LLPs having common partners has not
participated in the bid process.

Letter of confirmation from bidder
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S. No Eligibility Criteria Supporting documents required

7 The Bidder should provide an undertaking that
all the requirements as part of project scope in
the Tender are covered in totality in the
proposal submitted by them.

Letter of confirmation from Bidder.

8 Integrity Pact - To be executed on plain paper | To be submitted as per format provided in
RFP Annexure.

B Financial

The Bidder should have registered an average annual | Audited financial statements for FY
turnover of Rs. 5 Lakhs or above during the last three | 2022-23, 2023-24 and 2024-25
1 completed financial years 2022-23,

2023-24 and 2024-25 (Not inclusive of the turnover of
associate companies).

The Bidder should be Net profit-making entity | Audited financial statements for:
continuously for the last three years i.e. financial years

2 | -2022-23, 2023-24 and 2024-25. o FY2022-23
e FY2023-24
o FY 2024-25.

C Experience & Support Infrastructure

The Bidder should submit relevant

1. Bidder should have support offices in Delhi/NCR. )
supporting documents.

IMPORTANT NOTE:

IFCI reserves the right to examine the details furnished by the Bidder(s). The Financial Bids of only
those Bidder(s), who qualify eligibility criteria and fulfilling terms and conditions specified in
technical bid will be opened. IFCI reserves the right to reject the Tender without assigning any
reason thereof.
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The licence renewal must cover below scope of Work for Vulnerability Management/Assessment

Annexure II-Scope of Work

Services comprises following Activities:

Network Scanner user licence Web App Scanner user licence

25 5

Renewal Period: 9th April 2026 to 8th April 2027

Vulnerability Management/Assessment Activities

1. Network / Network Application Assessment:

Vulnerability Management/Assessment Services should be comprehensive but not limited to the
following activities: Network Scanning, Port scanning, system identification and trusted system
scanning, Vulnerability scanning, Malware scanning, Spoofing, Application Security Testing,
Access Control Mapping, Denial of Service Attack (DOS), Password cracking, Cookie Security,
Functional Validations, DMZ Network architecture review, Firewall rule review, OS Security

configuration, Database Security Configuration, any other attacks.

Vulnerability of all types of devices connected via TCP/IP.

Scanning of public networks and systems accessible via the Internet

Local scanning of networks and systems behind your firewalls using a virtual appliance
(Scanner Appliance)

Smart Asset Manager.

Auto discovery of devices.

Detects vulnerabilities in, for example, old software and exposed services and functions
Detects misconfigured systems

Detects weak passwords

Maps hosts, ports and services

Automatic update of vulnerability database

Windows and Linux authenticated scanning

High precision with low number of false — positives

Vulnerability Manager — administration of vulnerabilities.

Continuous Monitoring — monitoring of vulnerabilities and changes.

Functions for GDPR and NIS compliance.

Customizable and automated detail and statistical reports.

Compliance reports for PCI DSS, GDPR, NIS, PDPA, OWASP, ISO/IEC 27001, etc.
Customizable dashboard for quick overview.

Full IPv6 support.

Administration via Security Center.

Variety of tags based on operating system, services and TCP/IP ports & protocols etc.
Create customized tag.

Automated/manually assignment of tags for operating system, services, and TCP/IP
ports & protocols to assets.

Quick and easy steps to configure Scanner Appliance for local scanning.

Default scanning profiles cover discovery, fast, standard, and full scanning.

Create customized scanning profiles.

Automatic/Single click ticket creation for remediation.

Instant alerts on email upon new risks.

Option to create own continuous monitoring profile based on self-defined triggers.
Policy scanning based on CIS Benchmarks.

Continuous Monitoring.

Role-Based Access Control (RBAC).

Enterprise-wide/Asset-wise Cyber Risk mapping (Business Impact on the scale of
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Critical/High/Medium/Low).

. Location/Branch Maturity Score (On the scale of critical/High/Medium/Low)

. Asset wise vulnerability management.

. External & Internal Assets Vulnerability Assessment and Management.

. Scheduled & On-Demand scan feature.

. Vulnerability Management / Gap Instance Analysis.

. Actionable Insights, detection information of found vulnerabilities along with solution.

. Location/Branch Maturity Score (Business Impact on the scale of
critical/High/Medium/Low)

2. Website / Web — Application Assessment:

Website / Web- Application assessment should be done as per the latest OWASP guidelines
including but not limited to the following: Vulnerabilities to SQL Injections, CRLF injections,
Directory Traversal, Authentication hacking/attacks, Password strength on authentication pages,
Scan Java Script for security vulnerabilities, File inclusion attacks, Exploitable hacking vulnerable,
Web server information security, HTTP Injection, Phishing a website, Buffer Overflows, Invalid
Inputs, Insecure Storage, etc. Any Other attacks, which are vulnerabilities to the website and
web applications. Web Assessment should be done by using Industry Standards and also as per
the Open Web Application Security Project (OWASP) methodology to Identify the security
vulnerabilities including top web application vulnerabilities viz. Cross-Site Scripting (XSS),
Injection Flaws, Malicious File Execution, Insecure Direct Object Reference, Cross-Site Request
Forgery (CSRF), Information Leakage and Improper Error Handling, Broken Authentication and
Session Management, Insecure Cryptographic Storage, Insecure Communications, Failure to
Restrict URL Access, etc. and also to identify remedial solutions and recommendations for
making the web applications secure.

The approach to be followed during Vulnerability Management/Assessment Services:
e Aggressiveness (Passive Scanning)

Information base (Grey Box Test)

Scope (Focused)

Approach (Overt)

The technique (Network-based)

Starting point (from the outside and the inside) etc.

Payment Terms & Conditions:

e The Bidder must accept the payment terms proposed by IFCI. The commercial bid submitted
by the Bidders must be in conformity with the payment terms proposed by the IFCI. Any
deviation from the proposed payment terms would not be accepted. IFCI shall have the right
to withhold any payment due to the Bidder, in case of delays or defaults on the part of the
Bidder. Such withholding of payment shall not amount to a default on the part of IFCI.100%
payment will be released on successful activation of license. There shall be no escalation in the
prices once the prices are fixed and agreed to by IFCI and the Bidder

e IFCI will pay invoices within 30 days from the date of receipt of accepted invoices. Any dispute
regarding the invoice will be communicated to the selected Bidder within 15 days from the date
of receipt of the invoice. After the dispute is resolved, IFCI shall make payment within 15 days

from the date the dispute stands resolved.
kK Kok K kKK kK
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Annexure III- Service Levels

This Service Level Agreement (SLA) defines the scope, responsibilities, and service standards for
providing technical support and resolution of software-related issues for the solution procured. The
provisions of this SLA shall remain valid and enforceable for the entire duration of the contract period
or until completion/termination of the contract, whichever is earlier.

Scope of Services / Coverage:

e Provision of software updates, patches, and version upgrades as released by the OEM from
time to time.

e Technical support from the Original Equipment Manufacturer (OEM) or authorized service
partner.

e Troubleshooting and resolution of software-related issues reported by the user.

e Remote support and assistance for system configuration, error resolution, and operational
guidance.

e Coordination with the OEM for issue escalation and resolution where required.

e Maintenance of system performance and functionality as per the agreed specifications.

Service Commitments:
e Timely acknowledgment and response to reported issues.
e Resolution of incidents within the mutually agreed timelines.
o Escalation support for critical system issues affecting operations.

KKK KKk kkk
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Annexure IV-Offer Forwarding Letter /Tender Submission Letter

(To be submitted on Bidder’s letter head)

To,

General Manager

IT Department

IFCI Limited,

IFCI Tower, 61 Nehru Place
New Delhi -110019

Dear Sir,

Subject: RFP for Procurement of HOLM Vulnerability Management/Assessment Software
Subscription License for IFCI Ltd. IT Infrastructure.

This is in reference to your above-mentioned tender. Having examined the tender
document, I/we the undersigned, hereby submit my/our proposal along with necessary
supporting documents as desired by IFCI.

Further, I/we agree, that IFCI reserves the right to modify the evaluation process at any
time during the Tender process, without assigning any reason, whatsoever, and without
any requirement of intimating the Bidder(s) of any such change.

Further, I/we agree to abide by all the terms and conditions as mentioned in the tender
document. I/We have also noted that IFCI reserves the right to consider/ reject any or all
applications without assigning any reason thereof.

Date: [Signature]
Place: (Name of Authorised Signatory)
Designation

[Company Seal]
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Annexure V-Tender Acceptance Letter
(To be submitted on Bidders letter head along with Technical Bid)
To,

General Manager

IT Department

IFCI Limited,

IFCI Tower, 61 Nehru Place,
New Delhi -110019

Dear Sir,
Subject: Acceptance of Terms & Conditions of Tender
Tender Reference No:
With reference to the above RFP, having examined and understood the instructions, terms and

conditions forming part of the RFP, I/We hereby enclose my/our offer, as detailed in your
above referred RFP.

I/We hereby unconditionally accept the tender conditions of above-mentioned tender
document(s) / corrigendum(s) in its totality/ entirety.

I/We hereby declare that my/our Firm/Company has not been blacklisted/ debarred /banned
or disqualified by any Government or any Government agency including PSUs, Public Sector
Banks / Public Sector Insurance Companies, during a period of last three year.

Further, I/We hereby declare that none of my/our partners /directors of my/our Firm/Company
is blacklisted /debarred /banned by any Government or any Government agencies including
PSUs, Public Sector Banks / Public Sector Insurance Companies, any Government regulatory
body nor has any criminal case against him /her is filed/pending during a period of last three
years.

I/We certify that all information furnished by my/our Firm is true & correct and, in the event,
that the information is found to be incorrect/untrue or found violated, then IFCI shall without
giving any notice or reason can summarily reject the bid or terminate the contract, without
prejudice to any other rights or remedy including the forfeiture of the full said earnest money
deposit /Security deposit or both absolutely.

I/We hereby certify that all the information and data furnished by me/us with regard to the
above Tender Specification are true and complete to the best of my/our knowledge. I/We have
gone through the specifications, condition, stipulations and other pertinent issues till date, and
agree to comply with the requirements and Intent of the specification.

I/We further certify that I/We am/are authorized to represent on behalf of my/our
firm/company for the above-mentioned tender and a valid Power of Attorney/Authorization
letter to this effect is also enclosed.

I/We hereby confirm that I/we have not changed/modified/materially altered any of the tender
documents as downloaded from the website/issued by IFCI and in case of such observance at
any stage, it shall be treated as null and void and our tender shall be deemed to be withdrawn.

I/We also hereby confirm that I/we have neither set any Terms and Conditions nor have I/We
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taken any deviation from the Tender conditions together with other references applicable for
the above referred NIT/Tender Specification.

I/We further confirm my/our unqualified acceptance to all Terms and conditions, unqualified
compliance to Tender Conditions, Integrity Pact, and acceptance to Reverse bidding process.

I/We confirm that my/our firm/company has not been referred to NCLT by any creditor. I/We
further confirm that my/our firm/company and/or Promoters/Directors have not been
convicted under Criminal law by Competent Court or Higher Court.

I/We confirm to have submitted the offer in accordance with tender instructions and as per
aforesaid reference.

Date: [Signature]
Place: (Name of Authorised Signatory)
Designation

[Company Seal]
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Annexure VI-Financial Bid Format

Note: Price Bid mentioned here is for illustration purposes only. Bidder(s) must upload the Financial Bid in Excel
Format on GEM PORTAL separately. Financial Bid should not
be uploaded in any case along with Technical Bid Documents. If any bidder uploads
the Financial Bid along with Technical Bid, the said bidder is liable to be disqualified/ rejected and their
bid will not be considered for further evaluation.

To,

General Manager

IT Department

IFCI Limited,

IFCI Tower, 61 Nehru Place
New Delhi -110019

Dear Sir,
In response to GeM bid........c.ccccveeeinens , we hereby submit our financial bid, for supply of licenses for HOLM

Vulnerability Management/Assessment Software Subscription License for IFCI Ltd. IT Infrastructure as
per specifications: -

Table:-A
Amount (in Rs.) inclusive of taxes
S.No | Item Description Qty/Unit Total Price
1

HOLM System & Network Scanning - Automated &
Continuous Vulnerability Assessment with 1-year 25
subscription

2 Web Application Scanning - Automated &
Continuous Vulnerability Assessment per FQDN
(Unlimited scans, continuous scans) with 1-year
subscription.

Total Amount in Rs. (1+2)

Bidders are requested to note the following:
e All the details must be provided as per format. Incomplete formats will result in rejection of the proposal.
No separate price structure / format will be accepted.
Financial bids will be opened only for technically qualified bidders.
All the rates must be quoted in INR.
All the quoted costs must include all applicable taxes, charges and other levies.
The prices in any form or by any reason should not be disclosed in the technical or other parts of the Bid
except in the financial bid. Failure to do so will make the Bid liable to be rejected.
e The financials quoted in the financial bid are valid for six months from the date of opening of financial bids.

Authorized Signatories

(Name & Designation, seal of the company)
Date:
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Annexure VII-Declaration by Authorised Signatory of Bidder
(To be submitted on Bidder’s letter head)

To,

General Manager

IT Department

IFCI Limited,

IFCI Tower, 61 Nehru Place
New Delhi -110019

Dear Sir,
Subject: Declaration by Authorized Signatory

Ref:  Name of Tender and RFP NO........ccovvvuviiiiieeiennnnennnns ,

I/We hereby certify that all the information and data furnished by me/us with regard to the
above Tender Specification are true and complete to the best of my/our knowledge. I/We have
gone through the specifications, condition, stipulations and other pertinent issues till date, and
agree to comply with the requirements and Intent of the specification.

I/We further certify that I/We am/are authorized to represent on behalf of my/our
firm/company for the above-mentioned tender and a valid Power of Attorney/Authorization
letter to this effect is also enclosed.

Date: [Signature]
Place: (Name of Authorised Signatory)
Designation [Company
Seal]
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[To be submitted along with Technical Bid]
Tender No: Dated: ....c.ccoeveeeiee,

(Starting from the person authorized to make commitments to IFCI till the person in rank

of CEQ/VP)
Name Company Designation | Mobile Phone Email
address
Date: [Signature]
Place: (Name of Authorised Signatory)
Designation [Company

Seal]

RFP for Procurement of ServiceDesk Plus Enterprise Upgrade and Endpoint Management Software Licenses for
IFCI Limited

Page |27
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Annexure IX-Format of sending Pre-bid queries

Subject: RFP for Procurement of ServiceDesk Plus Enterprise Upgrade and Endpoint Management
Software Licenses for IFCI Limited

Tender No: Dated: ...

Name of the Bidder:

Contact Address of the Bidder:

SI. No. Section Number Page Number Query
Date: [Signature]
Place: (Name of Authorised Signatory)
Designation
[Company Seal]

RFP for Procurement of ServiceDesk Plus Enterprise Upgrade and Endpoint Management Software Licenses for
IFCI Limited

Page | 28
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Annexure X-Declaration for Relation in IFCI
(To be submitted on Bidder's letter head)

To,

General Manager

IT Department

IFCI Limited,

IFCI Tower, 61 Nehru
Place New Delhi -110019

Dear Sir,
Subject: Declaration for relation in IFCI

I/We hereby submit the following information pertaining to relation/relatives of Directors/
Employee(s) employed in IFCI

Tick (V) any one as applicable:

1. The Director(s), Executives, of my/our Firm/Company DO NOT have any relation
or relatives employed in IFCI

OR

2. The Director(s), Executives, of my/our Firm have relation/relatives employed in
IFCI and their particulars are as below:

(i)
(ii)

Date: [Signature]
Place: (Name of Authorised Signatory)
Designation
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Annexure XI-Undertaking regarding Land Border Restriction
(To be submitted on Bidder's letter head)

Restrictions on procurement from bidders from a country or countries, or a class of countries
under Rule 144 (xi) of the General Financial Rules 2017

We certify as under: We have read the clause regarding restrictions on procurement from a
bidder of a country which shares a land border with India and on sub-contracting to contractors
from such countries, and solemnly certify that we fulfil all requirements in this regard and are
eligible to be considered. We certify that:

i.  We are not from such a country or, if from such a country, we are registered with the
Competent Authority (copy enclosed); and

ii.  We shall not subcontract any work to a contractor from such countries unless such a
contractor is registered with the Competent Authority.

Date: [Signature]
Place: (Name of Authorised Signatory)
Designation

[Company Seal]
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Annexure XII-Integrity Pact

(To be executed on plain paper and submitted along with Technical Bid To be signed by the same
signatory competent / authorized to sign the relevant contract on behalf of IFCI Ltd.)

Tender NO.......oooovveeeiieecieees 1) SO OPRPOPR
(Each Tender must have Distinct Number and Subject Matter)

This pre-bid pre-contract Integrity Pact (Agreement) (hereinafter called the Integrity Pact) (IP) is
made on.......... day of the , between, on one hand, IFCI Ltd., a company Incorporated
under Companies Act, 1956, with its Registered Office at IFCI Tower, 61 Nehru Place, New Delhi —
110019, acting through its authorised officer, (hereinafter called Principal), which expression shall
mean and include unless the context otherwise requires, its successors in office and assigns) of the
First Part

(with complete address and contact details) represented by Shri ...
(i.e. Service Provider/Vendor/ Bidders hereinafter called the ‘Counter Party”) which expression shall
mean and include, unless the context otherwise requires, his successors and permitted assigns) of the
Second Part.

AND WHEREAS the PRINCIPAL values full compliance with all relevant laws of the land, rules,
regulations, economic use of resources and of fairness/transparency in its relation with Counter
Party(ies).

AND WHEREAS, in order to achieve these goals, the principal has appointed Independent External
Monitors (IEMs) to monitor the Tender process and execution of the Contract for compliance with the
principles as laid down in this Agreement.

WHEREAS THE Principal proposes to procure the Goods/services and Counter Party is willing to
supply/has promised to supply the goods OR to offer/has offered the services and

WHEREAS the Counter Party is a private Company/ Public Company/ Government Undertaking/
Partnership Firm, etc. constituted in accordance with the relevant law in the matter and the principal
is a Government Company and a Systematically Important, Non-Deposit taking, Non-Banking Financial
Company, (NBFC-ND-SI).

NOW THEREFORE,

To avoid all forms of corruption by following a system that is fair, transparent, and free from any
influence, prejudiced dealing prior to, during and subsequent to the tenor of the contract to be entered
into with a view to “-

Enabling the PRINCIPAL to obtain the desired goods/services at competitive price in conformity with
the defined specifications by avoiding the high cost and the distortionary impact of corruption on public
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procurement, and

Enabling the Counter Party to abstain from bribing or indulging in any type of corrupt practice in order
to secure the contract by providing assurance to them that their competitors will also abstain from
bribing and other corrupt practices and the PRINCIPAL will commit to prevent corruption, in any from,
by its officials by following transparent procedures.

The parties hereto hereby agree to enter this Integrity Pact and agree as follows: -
A. Commitment of the Principal

1. The Principal commits itself to take all measures necessary to prevent corruption and to
observe the following principles: -

a) No employee of the Principal, personally or through any of his/her family members will in
connection with the Tender or the execution of the contract, procurement or services/goods,
demand, take a promise for or accept for self or third person, any material or immaterial benefit
which the person is not legally entitled to.

b) The Principal will, during the Tender Process treat all the Counter Party (ies) with equity and
reason. The Principal will, in particular, before and during the Tender Process, provide to all
Counter Party (ies) the same information and will not provide to any Counter Party (ies)
confidential / additional information through which the Counter Party (ies) could obtain an
advantage in relation to the Tender Process or the Contract execution.

¢) The Principal shall endeavour to exclude from the Tender process any person, whose conduct
in the past had been of biased nature.

2. If the Principal obtains information on the conduct of any of its employee which is a criminal
offence under the Indian Penal Code (IPC) / Prevention of Corruption Act, 1988 (PC Act) or is in
violation of the principles herein mentioned or if there is a substantive suspicion in this regard, the
principal will inform the Chief Vigilance Officer and in addition can also initiate disciplinary actions as
per its internal laid down policies and procedures.

B. Commitments of Counter Parties

The Counter Party commits itself to take all measures necessary to prevent corrupt practices, unfair
means and illegal activities during any stage of bid or during any pre-contract stage in order to secure
the contract or in furtherance to secure it and in particular commit itself to the following. Counter
Party (ies) commit himself / themselves to observe these principles during participation in the Tender
Process and during the Contract execution: -

1. The Counter Party will not offer, directly or through intermediaries, any bribe, gift,
consideration, reward, favor, any material or immaterial benefit or other advantage,
commission, fees, brokerage or inducement etc. to any official of the PRINCIPAL which is not
available legally, connected directly or indirectly with the bidding process, or to any person
company or third party related to the contract in exchange for any advantage in the bidding,
evaluation, contracting and implementation of the contract.

2. The Counter party further undertakes that it has not given, offered or promised to give directly
or indirectly any bribe, gift, consideration, reward, favour, any material or immaterial benefit
or other advantage, commission, fees, brokerage or inducement etc. to any official of the
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Principal or otherwise in procurement contract or forbearing to do or having done any act in
relation to the obtaining or execution of the contract or any other contract with the Principal
for forbearing to show favour of disfavour to any person in relation to the contract or any other
contract with the Principal.

3. Counter Party shall disclose the name and address of agents and representatives, if any,
handling the procurement / service contract Foreign Counter Parties shall disclose the name
and address of agents and representatives in India and Indian Bidders to disclose their foreign
principals and associates.

4. Counter Party shall disclose the payments to be made by them to agents / brokers; or any
other intermediary of any, in connection with the bid / contract.

5. The Counter Party has to further confirm and declare to the Principal that the Counter Party is
the original integrator and has not engaged any other individual or firm or company, whether
in Indian or foreign intercede, facilitate or in any way to recommend to Principal or any of its
functionaries whether officially or unofficially to the award of the contract to the Counter Party
nor has any amount been paid, promised or intended to be paid to any such individual, firm or
company in respect of any intercession, facilitation or recommendation.

6. The Counter Party, either while presenting the bid or during pre-contract negotiation or before
signing the contract shall disclose any payment made, is committed to or intends to make to
officials of Principal, or their family members, agents, brokers or any other intermediaries in
connection with the contract and the details or services agreed upon for such payments.

7. The Counter Party will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting and
implementation of the Contract. Also, the Counter Party has not entered into any undisclosed
agreement or understanding with other Bidders with respect to prices, specifications,
certifications, subsidiary contracts etc.

8. The Counter Party shall not accept any advantage in exchange for any corrupt practice, unfair
means and illegal activities.

9. The Counter Party shall not use improperly, for purposes of competition or personal gain, or
pass on to others, any information provided by the Principal as part of the business relationship,
regarding plans, technical proposals and business details, including information contained in
any electronic data carrier. The Counter Party also undertakes to exercise due and adequate
care lest any such information is divulged.

10. The Counter Party commits to refrain from giving any complaint directly or through any other
manner without supporting it with full and verifiable facts.

11. The Counter Party shall not instigate or cause to instigate any third person including their
competitor(s) of bidding to commit any of the actions mentioned above.

12. If the Counter Party or any employee of the Counter Party or any person acting on behalf of
the Counter Party, either directly or indirectly, is a relative of any of the official / employee of
Principal, or alternatively, if any relative of an official / employee of Principal has financial
interest / stake in the Counter Party firm, the same shall be disclosed by the Counter Party at
the time of filling of tender.
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13

14.

15.

16.

17.

18.

19.

20.

21,

D

. The term ‘relative’ for this purpose would be as defined in Section 2 Sub Section 77 of the
Companies Act, 2013.

The Counter Party shall not lend to or borrow any money from or enter into any monetary
dealings or transactions, directly or indirectly, with any employees / officials of the Principal.

The Counter Party shall disclose any transgression with any other Company that may impinge
on the anti-corruption Principle.

The Counter Party agrees that if it makes an incorrect statement on this subject, Bidder /
Counter Party can be disqualified from the tender process or the contract, if already awarded,
can be terminated for such a reason.

Disqualification from Tender Process and exclusion from Future Contracts

If the Bidders, either before award or during execution of Contract has committed a
transgression through a violation of Article II above or in any other from, such as to put his
reliability or credibility in question, the principal is entitled to disqualify the Counter Party from
the Tender Process or terminate the Contract, if already executed or exclude the Counter Party
from future contract award processes.

The Counter Party accepts and undertakes to respect and uphold the principal’s absolute. right
to resort to and impose such execution.

Apart from the above, the principal may act for banning of business dealings / Counter Party
as deemed fit by the Principal.

If the Counter Party can prove that it has resorted / recouped the damage caused and has
installed a suitable corruption prevention system as per the satisfaction of the Principal, the
Principal may at its own discretion, as per laid down company procedure, revoke the exclusion.

Consequences of Breach

Without prejudice to any rights that may be available to the Principal under Law or the Contract or its
established policies and laid down procedure, the principal shall have the following rights in case of
breach of this Integrity Pact by the Counter Party: -

E.

a. Forfeiture of EMD / Security Deposit: If the Principal has disqualified the Counter
Party(ies) from the Tender Process prior to the award of the Contract or terminated the
Contract or has accrued the right to terminate the Contract according to the Article III,
the Principal apart from exercising any legal rights that may have accrued to the
Principal, may in its considered opinion forfeit the Earnest Money Deposit / Bid Security
amount of the Counter Party.

b. Criminal Liability: IF the Principal obtains knowledge of conduct of a Counter Party which
constitute corruption within the meaning of PC Act, or if the principal has substantive
suspicion in this regard, the Principal will inform the same to the Chief Vigilance Officer.

Equal Treatment of all Bidders/Manpower Agencies/Sub-Manpower gencies/Counter Parties
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a. The Counter Party (ies) undertake (s) to demand from all sub-Manpower agencies a
commitment in conformity with this Integrity Pact. The Counterparty shall be responsible for
any violation(s) of the principles laid down in this Agreement / Pact by any of its sub- Manpower
agencies / sub-vendors.

b. The Principal will enter into Pacts in identical terms as this one with all Counter Parties.

¢. The Principal will disqualify Counter Parties who do not submit to the duly signed Pact, along
with the Tender or violate its provisions at any stage of the Tender process, from the Tender
process.

F. Independent External Monitor (IEM)

a) The Central Vigilance Commission has approved the appointment of Independent External
Monitor (s) (IEMs) for this Pact. The task of the IEM is to review independently and objectively
whether and to what extent the parties comply with the obligations under this Integrity Pact.
The name and particulars of the two IEMs is as under: -

Shri Arunendra Kumar
Email ID: noidarail54@gmail.com

b) The IEM is not subject to instructions by the representatives of the parties and performs its
functions neutrally and independently. The IEM shall give his / recommendations to the MD &
CEO/ DMD, IFCI Ltd.

c) The Counter Party(ies) accept that IEM has the right to access without restriction, to all Tender
documentation related papers / files of the Principal including that provided by the Counter
Party. The Counter Party will also grant the IEM, upon his request and demonstration of a valid
interest, unrestricted and unconditional access to his or any of his Sub-Manpower Agency'’s
Tender Documentation / papers / files. The IEM is under contractual obligation to treat the
information and documents of the Counter Party (ies) with confidentiality.

d) As soon the IEM notices, or believes to notice, a violation of this Pact, he will so inform the
Management of the Principal and request the Management to discontinue or take corrective
action, or to take other relevant action. The IEM can in this regard submit non- binding
recommendations. Beyond this, the IEM has no right to demand from the parties that they act
in a specific manner, refrain from action or tolerate action.

e) The IEMs would examine all complaints and would give their recommendations / views to the
MD&CEO of the Principal. IEM may also send their report directly to the CVO and the
Commission in case of suspicion of serious irregularities requiring legal / administrative action.
IEMs are expected to tender their advice on the complaints within 10 days as far as possible.

f) For ensuring their desired transparency and objectivity in dealing with the complaints arising
out of any tendering process, the matter shall be examined by the full panel of IEMs jointly as
far as possible, who would look into the records, conduct and investigation and submit their
joint recommendation to the management of the Principal.

g) The role of the IEMs shall be advisory and would not be binding and it is restricted to resolving
issues raised by the Counter Party regarding any aspect of the tender which allegedly restricts
competition or bias towards the Counter Party.

h) The word 'IEM’ would include both singular and plural.

G. Duration of the Integrity Pact (IP)
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a) This IP shall be operative from the date IP is signed by both the Parties till the final completion
of the contract. Any violation of the same would entail disqualification of the Counter Party and
exclusion from future business dealings.

b) If any claim is made / lodged during the time, the same shall be binding and continue to be
valid despite the lapse of this Integrity Pact as specified above, unless it is discharged /
determined by the MD&CEO, IFCI Ltd.

H. Other Provisions
a) This IP is subject to Indian Law, place of performance and jurisdiction is the Head Office

b) / Regional Offices of the Principal who has floated the Tender. The concerned Office /
Department which has floated the Tender would be the focal point for implementation of IP.

c) Changes and supplements in any Procurement / Service Contract / Tender need to be made
in writing. Changes and supplement in IP need to be made in writing.

d) If the Counter Party is a partnership or a consortium, this IP must be signed by all the partners
and consortium members. In case of a Company, the IP must be signed by a representative
of the Counter Party duly authorized by Board resolution.

e) Should one or several provisions of this IP turn out to be invalid; the remainder of this Pact
remains valid. In that case, the parties will strive to come to an agreement to their original
intentions.

f) A person signing the IP shall not approach the Court while representing the matter to the IEMs
and he / she will await their decision in the matter.

g) This IP is deemed as part of the procurement / service contract and both the Principal and the
Counter Party are bound by its provisions.

L. Legal and Prior Rights

All rights and remedies of the parties hereto shall be in addition to all the other legal rights
and remedies belonging to such parties under the Contract and / or law and the same shall be
deemed to be cumulative and not alternative to such legal rights and remedies aforesaid. For
the sake of brevity, both the Parties agree that this Pact will have precedence over the Tender
/ Contract documents regarding any of the provisions covered under this Integrity Pact.

IN WITNESS WHEREOF the parties have signed and executed this Integrity Pact (IP) at the
place and date first above mentioned in the presence of the following witnesses: -

For IFCI Limited For Bidder

(Authorised Signatory) (Authorised Signatory)
Place: Place:

Date: Date:

Witness Witness

1. 1.

(Name & Address) (Name & Address)

2. 2.

(Name & Address)

(Name & Address)



IFCI

LIMITED

s U Al o fefe

(A Government of India Undertaking)
( HRA TH HT STHH)

Annexure XIII-Declaration that the Bidder has not been blacklisted
(To be submitted on Bidders letter head along with Technical Bid)
To
General Manager
IT Department
IFCI Limited,
IFCI Tower, 61 Nehru Place
New Delhi -110019

Subject: RFP for Procurement of HOLM Vulnerability Management/Assessment
Software Subscription License for IFCI Ltd. IT Infrastructure.

Dear Sir,

I/We confirm that my/our firm/company is not blacklisted in any manner whatsoever by
any central Government department, autonomous organizations, Public Sector
Undertakings (PSUs) or any other Government Organizations in India on any ground
including but not limited to indulgence in corrupt practice, fraudulent practice, coercive
practice, undesirable practice or restrictive practice.

It is hereby confirmed that I/We are entitled to act on behalf of our firm/company and
empowered to sign this document as well as such other documents, which may be required
in this connection.

Date: [Signature]
Place: (Name of Authorised Signatory)
Designation
[Company Seal]

In the absence of above declaration/certification, the Bid is liable to be rejected.
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Annexure XIV-No Deviation Certificate
(To be submitted on Bidder’s letter head)
To,

General Manager

IT Department

IFCI Limited,

IFCI Tower, 61 Nehru Place,
New Delhi -110019

Dear Sir,
Subject: No Deviation Certificate

Ref: RFP/Tender NO... coocvviiiieiiiiiiinernnnean, ,

I/We hereby confirm that I/We have not changed/modified/materially altered any of the tender
documents as downloaded from the website/issued by IFCI and in case of such observance at
any stage, it shall be treated as null and void and my/our tender shall be deemed to be
withdrawn.

I/We also hereby confirm that I/We have neither set any Terms and Conditions and nor have
I/We taken any deviation from the Tender conditions together with other references applicable

for the above referred RFP/Tender Specification.

I/We further confirm my/our unqualified acceptance to all Terms and conditions, unqualified
compliance to Tender Conditions, Integrity Pact, and acceptance to bidding process.

I/We confirm to have submitted offer in accordance with RFP instructions and as per aforesaid

reference.
Date: [Signature]
Place: (Name of Authorised Signatory)

Designation
[Company Seal]
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Annexure XV-OEM'’s Authorization Format
(To be submitted on OEM’s letter head along with Technical Bid)
To

General Manager

IT Department

IFCI Limited,

IFCI Tower, 61 Nehru Place,
New Delhi -111019

Dear Sir,

Subject: RFP for Procurement of HOLM Vulnerability Management/Assessment
Software Subscription License for IFCI Ltd. IT Infrastructure.

Tender NO: ..iccvvrree s rsns s ssnsssnsssnssanssnnsannsnnsns

We..ooo e (OEM Name and address) confirm that the following company
is areseller of .......ccoeeevennne (OEM NAME) products:

We hereby extend our full support to the company detailed below as per General Terms &
Conditions of RFP for the support services offered by them:

Name of the Company
Address of the Company
Telephone Number

Fax Number

The above-mentioned company will be purchasing products from (OEM NAME), which is able
to purchase products for resale from us.

All applicable (OEM Name) product support services for all support services provided by the
above-mentioned company will be extended to you, in accordance with (OEM Name) policies.

Date: [Signature]
Place: (Name of Authorised Signatory)
Designation
[Company Seal]

Note: This letter of authority should be on the letter head/certificate form issued by the
“Original Equipment Manufacturer “(OEM) only on its letterhead.
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Annexure XVI-Requlatory Compliances

A. Aspects to be considered in outsourcing agreement.

Service Provider shall provide the service as mentioned in the RFP document and
availability (up time) as mentioned in the SLA.

Effective access by IFCI to all data, books, records, information, logs, alerts and business
premises relevant to the outsourced activity, available with the service provider
Regular audit / evaluation to be conducted by IFCI for effective monitoring and
assessment of the contracts being handled by service provider for continuous
management of the risks holistically, so that any necessary corrective measure can be
taken immediately.

Type of material adverse events (e.g., data breaches, denial of service, service
unavailability, etc.) and the incidents required to be reported to IFCI by the Service
Provider to enable IFCI to take prompt risk mitigation measures and ensure compliance
with statutory and regulatory guidelines.

Service Provider shall Comply with the provisions of Information Technology Act, 2000,
other applicable legal requirements and standards to protect the customer data.
Service Provider shall adhere to the deliverables, including Service-Level Agreements
(SLAs) as stated in the RFP document.

Storage of data shall only be in India as per extant regulatory requirements.

Service Provider shall provide details of data (related to IFCI and its customers)
captured, processed and stored as and when required.

Service Provider shall have the control mechanism for maintaining confidentiality of data
of IFCI and its customers’, and Service Provider is liable in the event of security breach
and leakage of such information.

Service Provider (vendor) shall obtain prior approval / permission to share with IFCI's
customer and / or any other party.

Specifying the resolution process, events of default, indemnities, remedies, and recourse
available to the respective parties.

Service Provider shall have contingency plans and skilled resources to provide core
services, so that back-up arrangements necessary to operate and ensure business
continuity and testing requirements.

IFCI shall have the right to conduct audit of the service provider (including its sub-
contractors), whether by its internal or external auditors, or by agents appointed to act
On its behalf, and to obtain copies of any audit or review reports and findings made
about the Service Provider in conjunction with the services performed for the IFCI.
IFCI shall have the Right to seek information from the service provider about the third
parties (in the supply chain) engaged by the former.

Recognising the authority of regulators to perform inspection of the service provider and
any of its sub-contractors. Service Provider shall allow RBI or person(s) authorised by it
to access the IFCI's IT infrastructure, applications, data, documents, and other
necessary information given to, stored or processed by the service provider and/ or its
sub-contractors in relation and as applicable to the scope of the outsourcing
arrangements.

Service Provider shall be contractually liable for the performance and risk management
practices of its sub-contractors if any.

Obligation of the service provider to comply with directions issued by the RBI in relation
to the activities outsourced to the service provider, through specific contractual terms
and conditions specified by the IFCI.

Service Provider shall prior approval/ consent of the IFCI for use of sub-contractors by
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the service provider for all or part of an outsourced activity.

= Termination rights of IFCI, including the ability to orderly transfer the proposed IT-
outsourcing arrangement to another service provider, if necessary or desirable.

= Obligation of the service provider to co-operate with the relevant authorities in case of
insolvency / resolution of IFCI.

= Service Provider shall have skilled resources who provide core services as “essential
personnel” so that a limited number of staff with back-up arrangements necessary to
operate critical functions can work on-site during exigencies (including pandemic
situations).

= Service Provider shall have suitable back-to-back arrangements between service
providers and the OEMs.

= Non-disclosure agreement shall be executed by both parties with respect to information
retained by the service provider before start of contract.

= IFCI at its sole discretion can terminate the contract at any time during the period of
contract, If the service of the Service Provider is unsatisfactory and violates any of the
terms and conditions stipulated in the agreement.

= Service Provider shall ensure that safe removal/ destruction of data, information,
hardware and all records (digital and physical), on completion of contract period or
cancellation of contract at any time. However, service provider shall be legally obliged
to cooperate fully with both the IFCI and new service provider(s) to ensure for smooth
transition. Further, Service Provider shall ensure that the service provider is prohibited
from erasing, purging, revoking, altering or changing any data during the transition
period, unless specifically advised by the regulator/ concerned.

= IFCI shall obtain the source codes for all critical applications from their vendors. Where
obtaining of the source code is not possible, it shall put in place a source code escrow
arrangement or other arrangements to adequately mitigate the risk of default by the
vendor.

= IFCI shall ensure that all product updates and programme fixes are included in the
source code escrow arrangement.

» IFCI shall obtain a certificate or a written confirmation from the application developer
or vendor stating that the application is free of known vulnerabilities, malware, and any
covert channels in the code. Such a certificate or a written confirmation shall also be
obtained whenever material changes to the code, including upgrades, occur.
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Annexure XVII-Confidentiality/Non-Disclosure Agreement

This Confidentiality Agreement is executed on the day of , 2026 at New Delhi by
and between:

IFCI Limited, a company registered under the Companies Act, 1956 with CIN No.
L74899DL1993G0I053677, hereinafter would be termed as "IFCI" or the Disclosing Party, having
its Registered Office at IFCI Tower, 61, Nehru Place, New Delhi — 110019, which expression shall,
unless it be repugnant to the context and meaning thereof, be deemed to mean and include its
successors and permitted assigns) of the FIRST PART.

AND
M/S.iiiiiriinan , @ company incorporated under the Companies Act, 1956, with CIN No.
hereinafter would be termed as “...ccceveveuns " or the Receiving Party, having
its registered office , India which expression

shall, unless it be repugnant to the context and meaning thereof, be deemed to mean and include
its successors and permitted assigns) of the SECOND PART.

Each of the Disclosing Party and Receiving Party are hereinafter individually referred to as the
“Party” and collectively as the “Parties”.

In this Agreement references to any statutory provision shall be deemed to mean and to include a
reference to any modification or re-enactment thereof for the time being in force.

WHEREAS

a. Disclosing Party is a Government of India undertaking and a Financial Institution, inter alia
engaged in the business of providing medium to long term financial assistance to
manufacturing, service and infrastructure sectors.;

b.  Recipient is engaged in the business of Service Integrator (SI) or Managed Service Provider.
C.  The Parties are desirous of renewing Annual Maintenance Charges for Dell Servers, Storage
Device & Brocade Switches.

d. Subject to the terms hereof, the Discloser agrees to provide Confidential Information, as
defined hereunder to the Recipient, which is considered proprietary in nature in relation to the
Proposed Transaction.

NOW THEREFORE IN CONSIDERATION OF THE PREMISES AND THE MUTUAL

COVENANTS AND THE AGREEMENTS HEREINAFTER SET FORTH, THE PARTIES HEREBY
AGREE AS FOLLOWS:

AND WHEREAS IT IS AGREED BETWEEN THE PARTIES THAT:

1. NON-DISCLOSURE
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(i) The party receiving Confidential Information (the "Receiving Party") shall hold all
Confidential Information in strict confidence and shall not disclose any Confidential
Information to any third party, without the prior written approval of the Disclosing
Party. The Receiving Party shall disclose Confidential Information only to employees
who need to know such information to evaluate the possible business transaction
with the party disclosing such Confidential Information (the "Disclosing Party"), and
who have signed agreements that obligate them to treat Confidential Information as
required under this Agreement. The Receiving Party shall not use any Confidential
Information for any purpose except to evaluate a possible business transaction
between the parties.

(ii) If the Receiving Party is required or requested to disclose any Confidential
information by any applicable law or regulation or by any governmental agency
or regulatory body having authority to regulate or oversee any aspect of the
Receiving Party’s business in connection with the exercise of such authority, and such
Confidential Information is provided or disclosed pursuant to such requirement or
request, the Receiving Party shall not be in breach of this Agreement.

(iii) The Receiving Party shall take all reasonable measures to protect the confidentiality
and avoid the unauthorized use, disclosure, publication, or dissemination of
Confidential Information; provided, however, that such measures shall be no less
stringent than measures taken to protect its own confidential and proprietary
information. Each party agrees that it will not interfere with or circumvent any
business of the other party through the use of any Confidential Information acquired
hereunder nor use any Confidential Information for its own account. The Receiving
Party acknowledges that the Disclosing Party is neither responsible nor liable for any
business decisions made by the Receiving Party in reliance upon any Confidential
Information disclosed pursuant hereto.

2. CONFIDENTIAL INFORMATION

"Confidential Information" in this Agreement means all information and any idea in whatever
form, tangible or intangible, whether disclosed to or learned by the Receiving Party,
pertaining in any manner to the business of the Disclosing Party or to the Disclosing Party's
affiliates, subsidiaries, consultants or business associates, whether in written, oral, encoded,
graphic, magnetic, electronic or in any other tangible or intangible form, and whether or
not labelled as confidential by the Disclosing Party or otherwise provided by the Disclosing
Party and is "Confidential Information" includes, without limitation, the following: (a)
schematics, techniques, employee suggestions, development tools and processes,
computer printouts, computer programs, design drawings and manuals, and improvements;
(b) information about costs, profits, markets and sales; (c) plans for future development
and new product concepts; and (d) all documents, books, papers, drawings, models,
sketches, and other data of any kind and description, including electronic data recorded or
retrieved by any means, that have been or will be given to the Receiving Party by the
Disclosing Party, as well as written or verbal instructions or comments.
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3.

NO OBLIGATION OF CONFIDENTIALITY

The obligation of confidentiality shall not apply with respect to any particular portion of
information if:

(i) It is in the public domain at the time of the Disclosing Party's communication thereof
to the Receiving Party; or

(ii) It entered the public domain through no fault of the Receiving Party subsequent to
the time of the Disclosing Party's communication thereof to the Receiving Party; or

(iii) It was in the Receiving Party's possession, free of any obligation of confidence, at the
time of the Disclosing Party's communication thereof to the Receiving Party; or

(iv) It was rightfully communicated to the Receiving Party free of any obligation of
confidence subsequent to the time of the Disclosing Party's communication thereof to
the Receiving Party; or

(v) Such information was developed by employees or agents of the Receiving Party,
independently of and without reference to the information and the Receiving Party
has evidence of such independent development.

RETURN OF INFORMATION

Within Fifteen (15) business days following either a request from the Disclosing Party or the
completion of business dealings between the parties hereto, the Receiving Party will deliver
to the Disclosing Party all tangible copies of the Confidential Information, including but not
limited to magnetic or electronic media containing the Confidential Information, note(s) and
paper(s) in whatever form containing the Confidential Information or parts thereof, and any
copies of the Confidential Information in whatever form. The Disclosing Party, at its sole
option, may request in writing that the Receiving Party destroy all copies of the Confidential
Information. If the Disclosing Party requests that such Confidential Information be
destroyed, the Receiving Party will destroy the Confidential Information and, within ten (10)
business days of the notice from the Disclosing Party to destroy the Confidential
Information, will certify in writing to the Disclosing Party that the Confidential Information
has been completely destroyed.

USE OF INFORMATION BY RECIPIENT

(i) The Receiving Party agrees to use the Confidential Information only for the purposes
of evaluating the possibility of a future collaboration between the parties and in
connection with such future collaboration, if any.

(ii) The Receiving party shall use the information only for the migration of on-premises
database and applications to Oracle cloud infra, and the receiving party shall not use
the information provided by the disclosing party for any other purpose without the
prior written approval by the disclosing party.

(i)  The Receiving Party agrees to restrict disclosure of the Confidential Information solely
to its employees and agents who have a need to know such Confidential Information
and to advise such persons of their obligations of confidentiality and non-disclosure
hereunder. Further, the Receiving Party shall not disclose the Confidential Information
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to third parties, including independent contractors or consultants, without the prior
express written consent of the Disclosing Party, and shall advise such third parties of
their obligations of confidentiality and non-disclosure hereunder.

(iv)  The Receiving Party agrees to use reasonable means, not less than those used to
protect its own proprietary information, to safeguard the Confidential Information.

NON-CIRCUMVENTION

For a period of twelve (12) months after the date of execution of this Agreement and for as
long as this Agreement remains in effect, the Receiving Party and its officers and directors,
separately and individually, will not make any effort to circumvent the terms of this
Agreement in an attempt to gain the benefits or considerations granted to it under the
Agreement by taking any actions to indirectly gain the benefits of the Confidential
Information, including but not limited to contracting with or contacting directly any target
acquisition, client, company, or proposed investor of the other party which the Disclosing
Party has identified as having access to as relates to the proposed transaction(s) without
the express permission in writing of the Disclosing Party.

REMEDIES

The Receiving Party agrees that the unauthorized disclosure or use of Confidential
Information will cause irreparable harm and significant injury, which may be difficult to
ascertain. The Receiving Party recognizes that its violation of this Agreement could cause
the Disclosing Party irreparable harm and significant injury, the amount of which may be
extremely difficult to estimate, thus, making any remedy at law or in damages inadequate.
Therefore, the Receiving Party agrees that the Disclosing Party may have the right to apply
to any court of competent jurisdiction for an order restraining any breach or threatened
breach of this Agreement and for any other relief the Disclosing Party deems appropriate.
This right may be in addition to any other remedy available to the Disclosing Party in law

or equity.

OWNERSHIP OF INFORMATION
Each of the parties hereto retains title to its respective Confidential Information and all
copies thereof. The Receiving Party hereby acknowledges that Confidential Information is
proprietary to the Disclosing Party. Further, each party represents that it has no agreement
with any other party that would preclude its compliance with this Agreement.

WARRANTIES

In maintaining confidentiality hereunder the Receiving Party warrants that it shall:

(i) take at least the same degree of care in safeguarding such Confidential Information
and Confidential Materials as it takes for its own Confidential Information and
Confidential Material of like importance and such degree of care shall be at least that
which is reasonably calculated to prevent such inadvertent disclosure;

(ii) keep the Confidential Information and Confidential Materials and any copies thereof
secure and in such a way so as to prevent unauthorized access by any third party;
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10.

11.

12.

(iii)  upon discovery of any unauthorized disclosure or suspected unauthorized disclosure
of Confidential Information, promptly inform the Disclosing Party of such disclosure
in writing and immediately return to the Disclosing Party all such Information and
materials, in whatsoever form, including any and all copies thereof.

SURVIVAL
The Receiving Party’s duty of confidentiality under this Agreement regarding the Confidential
Information shall survive the termination of this Agreement.

TERMINATION

Either Party may terminate this Agreement at any time by providing the other Party with
thirty (30) days advance written notice of its intent to terminate this Agreement. Upon
termination of this Agreement, the disclosing party may request the receiving party to return
all confidential information and the receiving party shall within Fifteen (15) business days
following a request from the Disclosing Party deliver to the Disclosing Party all tangible copies
of the Confidential Information, including but not limited to magnetic or electronic media
containing the Confidential Information, note(s) and paper(s) in whatever form containing
the Confidential Information or parts thereof, and any copies of the Confidential Information
in whatever form. The Disclosing Party, at its sole option, may request in writing that the
Receiving Party destroy all copies of the Confidential Information. If the Disclosing Party
requests that such Confidential Information be destroyed, the Receiving Party will destroy
the Confidential Information and, within ten (10) business days of the notice from the
Disclosing Party to destroy the Confidential Information, will certify in writing to the Disclosing
Party that the Confidential Information has been completely destroyed.

GENERAL

(i) This Agreement shall be binding upon and for the benefit of the parties and their
respective successors and assigns. Failure to enforce any provision of this Agreement
shall not constitute a waiver of any term hereof. This Agreement supersedes and
replaces any existing agreement entered into by the parties relating generally to the
same subject matter, and may be modified only in writing signed by the parties.

(ii) This Agreement contains the entire agreement between the parties with respect to
the subject matter hereof, and shall be governed by the laws of India. This Agreement
may be executed in separate counterparts, each of which shall be an original, but all
of which taken together shall constitute one and the same instrument.

(iii) Any dispute, controversy or claim arising out of or relating to this agreement shall be
referred to and finally resolved by arbitration in accordance with the Indian Arbitration
and Conciliation Act 1996 for the time being in force amended as follows: the place
of arbitration shall be New Delhi; the parties shall mutually appoint a Sole Arbitrator
to adjudicate the dispute between the parties; the language of the arbitration shall
be English. This letter and the Terms shall be governed by and construed in
accordance with the laws of India.

(iv) This Agreement constitutes the entire Agreement. Any modification shall be in writing
and signed by both parties. The Agreement may be executed in counterparts. This
Agreement, and its terms and provisions, shall be binding upon, the benefit of the
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parties, their successors, administrators, executors and assigns, except as otherwise
provided herein. This Agreement will come into effect upon both parties signing this
agreement.

(v) This Agreement shall not be assignable to any third party by the Receiving Party
without the prior written consent of the Disclosing Party.

(vi) This Agreement may be executed in two numbers of counterparts, each of which shall
be deemed to be an original, but all of which together shall constitute one and the
same instrument.

IN WITNESS WHEREOF, the authorized representatives of the Parties have executed this
Agreement effective as of the Effective Date:

For IFCI Limited For Bidder

(Authorised Signatory) (Authorised Signatory)
Place: Place:

Date: Date:

Witness Witness

1. 1.

(Name & Address) (Name & Address)

2, 2,

(Name & Address) (Name & Address)




